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1. Deploying VPN 

VPN (Virtual Private Network) allows you to establish a virtual direct connection to remote 
locations or for the telecommuters to access the internal network in the office. VPN is a 
replacement for the traditional site-to-site lease lines like T1 or ISDN. Through the VPN 
applications, it reduces setup cost, works for various types of Internet connection devices 
(ISDN modem, ADSL modem and FTTX…) and is easy to troubleshoot. 

 

VPN gives you site-to-site connection flexibility. However, with multiple VPN connections 
between sites, it can become more difficult to maintain. Typically, an administrator has to 
configure many site-to-site VPN connections to allow a truly global VPN network. 

 

VPN connection management is made easily using the VPN concentrator. The VPN 
concentrator routes VPN traffic across multiple remote sites without complex setting, thus 
reduces the configuration overhead and the possibility of improper configuration. The VPN 
concentrator is also a centralized management tool for administrators because all the traffic 
sent between remote sites has to go through the central office first and administrators can set 
up different access control rules. These are based on the source address, remote address, user 
and schedule to enhance VPN security. To help to reduce network intrusion attacks, 
administrators can configure the built-in IDP engine to inspect VPN traffic. For easy 
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8) The ZyWALL USG 100/200 VPN is a route-based VPN, this means the VPN tunnel can be 
an interface to route the VPN traffic. Thus, we need to configure a policy route for VPN 
traffic from the local subnet to the remote subnet after configuring the VPN gateway and 
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phase 1 and phase 2 rules in the Auto Key (IKE) tab. 
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1.3.3 SSL VPN Application – Network Extension 

The network extension application enables the user to use specific client tools to access the 



  ZyWALL USG 100/200 Support Notes 
 
 

56 



  ZyWALL USG 100/200 Support Notes 
 
 

57 



  ZyWALL USG 100/200 Support Notes 
 
 

58 





  ZyWALL USG 100/200 Support Notes 
 
 

60 
All contents copyright (c) 2008 ZyXEL Communications Corporation.  

 



  



  



  



  ZyWALL USG 100/200 Support Notes 
 
 

64 



  



  ZyWALL USG 100/200 Support Notes 
 
 

66 



  ZyWALL USG 100/200 Support Notes 
 
 

67 
All contents copyright (c) 2008 ZyXEL Communications Corporation.  

 



  ZyWALL USG 100/200 Support Notes 
 
 

68 



  ZyWALL USG 100/200 Support Notes 
 
 

69 



  ZyWALL USG 100/200 Support Notes 
 
 

70 



  





  ZyWALL USG 100/200 Support Notes 
 
 

73 
All contents copyright (c) 2008 ZyXEL Communications Corporation.  

 



  ZyWALL USG 100/200 Support Notes 
 
 

74 
All contents copyright (c) 2008 ZyXEL Communications Corporation.  

 









  ZyWALL USG 100/200 Support Notes 
 
 

78 



















  ZyWALL USG 100/200 Support Notes 
 
 

87 
All contents copyright (c) 2008 ZyXEL Communications Corporation.  

 



  ZyWALL USG 100/200 Support Notes 
 
 

88 
All contents copyright (c) 2008 ZyXEL Communications Corporation.  

 

 

 
 
Enable Devicon the Masters 

This figure shows that the configuration  
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Test: Unplug the WAN cable on the Master 
Next, we do a test to see whether the function of “Device HA” work. You can simply un-plug 
the WAN cable connected in the master gateway to simulate the link failure in the network. 
In this figure, you can see the master router goes down based on the information shown in HA 
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1) Login the GUI in the ZyWALL USG 100/200 and navigate to Configuration > 
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USG 100/200 

1) 
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Click “OK” t0g
0 0 Sturnt0g
Setting page.
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With its robust networking functionalities, 
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3.2.1 Applying Zone-Based IDP to ZyWALL USG 100/200 

Here is an example: 

 

To fulfill the above scenario, you will need three networks on P4, P5 and P6. Then you can 
apply different IDP profiles to them. 

Here are the steps: 

1) Login the ZyWALL USG 100/200 GUI and go to Network > Interface > Port role. Since 
we are going to have three intra-networks in our scenario, we will make P5 and P6 another 
two networks for DMZ and LAN2. 
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2) Go to Network > Interface > Ethernet and click the “edit” icon to modify the LAN1 (P4) 
settings. 

 

11) Now, we can assign an IP domain to P4 and another one for P5. Other settings are all 
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13) Now, you will need to setup your DMZ Zone and LAN2 Zone. Go to Configuration > 
Network > Zone. 

 

 

14) Although the DMZ Zone is already there, Cl
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Next, you select the tab of DNSBL to configure more details. 

 
In the tab of DNSBL, we activate the 
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3.3.3.2 Scenario topology 
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C. File Manager FAQ 

C01. How can ZyWALL USG 100/200 manage multiple configuration files? 
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D. Object FAQ 

D01. Why does ZyWALL USG 100/200 use object? 
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F. Routing and NAT FAQ 

F01. How to add a policy route? 

From the GUI menu Policy >Route, click the “+” icon in the table and define matching 
Criteria for this route. Then select a next-hop type. If you want to use Link HA and Load 
Balance, “Trunk” should be selected as a next-hop type. If you want to route traffic into an 
IPsec tunnel, you need to select “VPN tunnel”. Please note that the policy routes will be 
matched in order. If the first route matches the criteria, ZyWALL USG 100/200 will use the 
route setting to direct the traffic to the next hop. 
 

F02. How to configure local 
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L. Device HA FAQ 

L01. What does the “Preempt” mean? 

The “Preempt” means that the Backup with high priority can preempt
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 M. User Management FAQ 

M01. What is the difference between user and guest account? 

Both “user” and “guest” are accounts for network access. But the difference is that “user” 
account can login ZyWALL US
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M05. What is AAA? 

AAA stands for Authentication/Authorization/Accounting. AAA is a model for access control 
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